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A Trojan horse refers to a kind of malware that is often concealed as legitimate software. They are in most cases utilized by cyber-thieves and hackers who strive to have access to users’ systems.in most cases, the system users are normally tricked by some kind of social engineering into loading as well as executing Trojans on their systems (Elisan, 2012). Once Trojans horse has activated, it gives cyber-criminals a chance to gain backdoor access to the system, steal the user’s sensitive data, and spy on them. 
The Trojan horse has various capabilities. Some of the Trojan horse’s capabilities include:
Deleting Data
The Trojan horse malware has the capability of deleting data. This malware gives cyber-criminals access to the users’ computers. Therefore, one could technically assert that these cyber-criminals are in control of what a person is doing on his or her computer (Elisan, 2012). Since they can access the content of the computer, then they can delete data if need be.
Modifying Data
The Trojan horse malware has the capability of modifying data. Once an author has collected or prepared data in his or her computer, it can be modified by this kind of malware. This malware allows the unauthorized person to get access to the data which has been stored in a computer from where he or she can modify it.
Copying Data
The Trojan horse malware can give way for cyber-criminals to copy data that has been stored in the system by computer users. This is possible since the cyber-criminal has access to the content that is stored in the system (Elisan, 2012). Thus, it is just a matter of opening the files and copying the data that they wish to. 
Malware Characteristics
Backdoor
Once a computer system has got infected, the cyber-criminals are given a chance to act as remote control over the infected computer. This malware enables cyber-criminals to do anything that they wish on the infected computer (Elisan, 2012). For instance, cyber-criminals can be given a chance to reboot the computer system, display data, delete and launch files, receive and send files stored within the computer system. 
Exploit
This is a malware characteristic that is in the possession of a program that contains codes or data which is believed to be capable of taking advantage of vulnerable application software that has been running on a user’s computer system.
Rootkit
This is a type of malware characteristic that is designed to conceal specific activities or objects in a computer’s system. In most cases, a rootkit is designed in such a way that it can prevent the computer user from noticing any malicious programs are running on his or her computer system. 


Trojan-Banker
This is a kind of malware characteristic that enables cyber-criminals to steal a computer system user's bank account data if he or she happens to conduct transactions via online banking services, e-payments systems, or even debit and credit cards (Elisan, 2012).
Does not replicate
The Trojan horse malware is not like the rest of the malware since it does not replicate. Most of the other viruses or malware are known to multiply. However, this is not the case for the Trojan horse malware. Instead of replicating, this malware masks itself in a certain program where it cannot easily get noticed and starts operating from there. It allows cyber-criminals to control the computer system. At times, it can trick the computer owner to install it without noticing. 
Known Actors using Trojan horse
The known actors using the Trojan horse malware are the Russians. According to Homeland Security, there are hackers believed to have been sponsored by the Russians to plant the malware on the complex control system of the industrial operations in the United States of America (Jack, & Pierre, 2014). the system that was been hacked by the cyber-criminals is in control of complex industrial operations such as wind turbines, water distribution, and filtration systems, power transmissions grids, oil and gas pipelines. This is a devastating attack as many of the Americans heavily rely on the operations of these systems. 
How Trojan Horse Influences the Threat Landscape
Trojan horse influences the threat landscape in a way that is not easily noted by computer system users. The Trojan horse has a characteristic that enables the cyber-criminals to access the computer system without the user noticing. Once they have entered the computer system they gain control of the computer system and all that is stored there (Elisan, 2012). The cyber-criminals can manipulate the compeer system to send, receive, launch and delete files, display data and reboot the computer system at any given time that they feel like doing so. 
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